[Ipunoxenue N2 2
Nudopmannonnas namMaTka s 06yJalomuxcs /IS pasMeInenus Ha opUIHaIbHBIX Wurepuer-
pecypcax

C KaK/IbIM TOIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHLCA GOJIBINE, A MIKOJALHUKH OHH W3 CAMBIX
AKTHBHBIX IOJsIb30BaTesied Pynera. Mexjry TeM, HOMHMO OIPOMHOIO KOJHMYECTBA BO3MOYKHOCTEI,
UHTEPHET HeceT | MpobJieMbl. ITa amMsTKa JI0JKHA TOMOoYb Tebe 6e3011acCHO HAXOAUThCA B CETH.
KoMIIbIOTEpHBIE BUPYCHI
KOMIIBIOTEPHBIH BHpPyC - OTO Pa3HOBHAHOCTh KOMIBIOTEDHBIX IPOrPAMM, OTIHIHTEIHLHOMN
0COOEHHOCTBIO KOTOPOH ABJISIETCS CHOCOGHOCTh K PasMHOKEHHIO. B JjonosHenue K 9TOMY, BHPYChI
MOTYT HOBPEIUTb WJIM TOJIHOCTBIO YHHYTOKUThL Bce ailibl W JIaHHBIE, NOAKOHTPOJIbHbIE
MOJIb30BATC/II0, OT KMEHH KOTOPOro OblIa 3alymena 3apaKEHHasA MPOrpaMMa, a TAKKe MOBPEUTD WK
JIKC YHHYTOXKHTD ONCPAMOHHYIO CHCTEMY CO BeemMM (padiaMu B 1esom. B Gojpmunerse civuaesn
PacHpOCTPAHSAIOTCA BUPYCh] YePe3 UHTEPHET.
MeTo/ibt 3a1uTEl OT BPELOHOCHBIX ITPOIPAMM:
1. Mcnonbayil coBpeMeHHble ONEepParHOHHBIE CHCTEMBI, HMCIOIHE CePhE3HbIH YPOBEHb BALUTHI OT
BPEOHOCHBIX IIPOTPaMM;
2. IlocrostHHO yeTanapiMBait nauty (Mg poBLIe 3aITaTKU, KOTOPHIC ABTOMATHYECKH YCTAHABIUBAIOTCS
C HEJIBIO JIOPAOTKH 1IPOrpaMMbl) M IpyrHe 0GHOBJICHUS CBOEH OllepaliMOHHON cucTembl. CkaunBail ux
TOJIbKO ¢ ounuassHOro caiita paspaboramka OC. Eejm CyImecTBYET PeKHM aBTOMATHIECKOTO
O0OHOBJICHUS, BRJTIOUH €I0; i
3. Paboraii Ha cBoemM KOMIIbIOTEpE 110/] TPaBaMy L0JIb30BATEIsA,  He aIMUHICTPATOPA. ITO HE O3BOJIHT
OOJIBIIMHCTBY BPEZIOHOCHBIX TPOIPAMM HHCTA/UIMPOBATECA HA TBOEM MEPCOHATBHOM KOMIIBIOTEDE;
4. MHcnmosnssyi#i  aHTMBUDYCHbIE NPOIPAMMHBIC INPOAYKTbl W3BECTHBIX  IIPOM3BOIUTENEH, ¢
aBTOMAaTHYECKUM 0OHOBICHHEM 0a3;
5. Orpanudb pusHUeCKuit TOCTYI K KOMIIBIOTEPY JUIS TIOCTOPOHHUX JIHIL;
6. Mcnonnayit BHemmue Hocutesin wH(OpMAIiy, Takue Kak ¢uienka, Auck win aiir u3 HHTEpHeTa,
TOJIBKO U3 IIPO(}EPEHHBIX HCTOYHUKOB;
7. He OTKpbIBal KOMIIBIOTEPHBIE (DAHJIBI, IIOJIYYEHHBIC U3 HeHAIEHKHBIX UCTOYHUKOB. Jlake Te (haiinel,
KOTOPBIE 1IPUC/IaJl TBOM 3HAKOMBbIH. JIyuIie yTouHH Y HEro, OTIpassisi Jiu ol Tebe ux.
Ceru WI-FI
Wi-Fi - 5T0 He BWJI 1lepe/iauu JJaHHbBIX, HE TeXHOJIOTHSI, @ BCEro JIUIIIb Openyt, mapka. Eme B 1991 rojy
HUJIep/Ianjickasd KOMIIaHus 3aperucrpuposana O6peng «WECA», uto 0603Ha4aso CI0BOCOYETAHUE
«Wireless Fidelity», koTopblii nepeBoiuTes kak «B6ecIpoBOiHAS TOYHOCTH».
Jlo nHamero BpemMenu jonuia Jipyras ab6pesuaTtypa, KoTopas ABJSETCsS TAKOH Ke TeXHoJoruel. 91o
abbpesunarypa «Wi-Fi». Takoe nassanue 6GbUIO JIJaHO € HAMEKOM Ha CTAHAAPT BBICIIMH 3BYKOBOW
Texuuku Hi-Fi, 9To B 1epeBojie 03Ha4aeT «BLICOKAS TOYHOCTD Y,
Jla, 6ecruiaTHbId HHTEPHET-/I0CTYN B Kade, OTe/IAX U a3polopTax SBIACTCH OTIHUHON BOZMOKHOCTHIO
BbIXO/Ia B MHTEpHET. HO MHOTHE HKCIepThl cYMTaroT, 410 obmenoerynnsie Wi-Fi cetn e ssisiorest
besonacHbIMU.
Coserpl o 6eszonacHocTH pabore B 0611e0eTyIIbIX ceTax Wi-fi:
1. He nepejlaBait ¢Bolo Jinunyio undopmanuio depes obuiesoctynubie Wi-Fi cern. PaGoras B mux,
AKCJIATC/ILHO HE BBO/IUTD NAPOJIH JIOCTYTIA, JIOTUHBI M KAKUE-TO HOMEPA;
2. Vlenonbayit 1 0GHOBAN anTUBUPYCHBIC IPOTpaMMBbl H Gpanvayep. TeM caMbiM Th 06E30TaCHIIIb
cebs OT 3aKauKK BHpyca HA TBOE YCTPOHCTBO;
3. IIpu nenonesosanun Wi-Fi otkmoun ¢yuknmio «O6umii goetyn x daiinam u mpuaTepam». Janmas
(DyHKIHA 3aKpPBITA 110 YMOJIYAHUIO, O/{HAKO HEKOTOPhIE MOIB30BATEIH aKTHBUPYIOT €8 JUls yiobceTBa
HCIOJIb30BaHMA B paboTe uiu yuebe;
4. He wcnonssyit ny6iuuupit WI-FI juist mepefaqdu JMYHBIX [AHHBIX, HAIPUMeD JUIS BBIXOIA B
COIMAJIBHBIC CeTH WJIH B 3JICKTPOHHYIO MOYTY;
5. Mosip3yit Tosibko 3amuinennoe coeiuaenue yepes HTTPS, a ne HTTP, T.c. npu nabope Beb-ajpeca
BBOJIM UMEHHO «https://»;
6. B mobunbnom Teredone orkmoun dynknuio «Ilogkmouenne k Wi-Fi asromaruueckn», He
AOIIyCKal aBTOMATHYECKOT0 MOAKJIIYEHHUS yeTpoiiersa k cetaM Wi-Fi 6e3 TBoero coracust.
Conuanbusie ceTu
Conumasbibie ceTi akTUBHO BXOJIAT B HAIILY KUBHb, MHOTHE JIIO/IH paBOTAIOT U JKUBYT TaM IOCTOSIHHO, a
B Facebook y»xe saperucTpupoBan MUUIMap/l YeIOBEK, 9TO SBJISAETCS OHOM CEIbMOM BCeX sKUTeIei
I1aHeTsl. MHOTHE MOJIhb30BaTe/TH HE IOHUMAIOT, 9T0 HHOPMAIHs, pa3MeIeHHas UMH B COIUAIbHBIX
CeTAX, MOKET ObITh HAW/IEHA U MCHOJIB30BAHA KEM YrO/IHO, B TOM YH/Ie He 0643aTeIbHO ¢ 6jarmMu
HAMEPCHUSAMHU.
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~OCHOBHBI€E COBETBI 110 GE30MACHOCTH B COLHAILHBIX COTSX:
" 1. OrpaHnyb CIUCOK Apy3eit. V Tebs B APY3bAX HE JIO/DKHO OBbITH CIy9alHBIX M HE3HAKOMBIX JIIOJCH;
2. 3amuInai cBOKO YAaCTHYIO ’ku3Hb. He ykaszbisail maposn, TesiehOHbl, ajipeca, JIATy TBOETO POXK/ICHUA
H JIpYTYIO JINYHYI0 HH(POPMATIHIO. 3/10yMBIIUIEHHUKY MOTYT HCIIOJIb30BATh Jaske HHBOPMALHIO O TOM,
KakK Tbl ¥ TBOM POJTUTE/IN IJTAHUPYCTE IIPOBECTH KAHUKYJIbI;
3. 3auUIIad CBOK PEIYTAIMIO - JICPKH ¢¢ B YHCTOTe W 3ajaBail cebe BOIIPOC: XOTes1 6B Thbl, YTOOBI
AIPYTHE N0/Ib30BATE/IA BU/IC/IH, YTO ThI 3arpyxaems? Ilogymal, npeskie 4emM uTo-T0 OIy6IMKOBaT,
HAaIIMCaTh U 3arpy3UTh;
4. Ecyti TBI TOBOPHIIB € JIIOIBMH, KOTOPBIX HE 3HACIID, He HCIIOIb3Yii CBOE peajbHOe UMA U APYTYIO
JIMYHYI0 HHPOPMAIIK: HMS1, MECTO JKHTEJILCTBA, MECTO y4e6bl M Ipoyee;
5. Wsberaii pasmemenns Qororpaduii B UnTEepHETE, Ij1e TH H306paken Ha MECTHOCTH, 10 KOTOPOH
MOZKHO OIPEAC/IHTD TBOE MECTOIIOJIOKEHUE,
6. I1pu perucTparuy B CONHAILHOM ceTH HeoGXOIMMO HCNOIb30BATh CIOKHBIC IIapOJIM, COCTOSIIITUE U3
OVKB 1 1P U ¢ KOJTHYECTBOM 3HAKOB He MeHee 8;
7. L7151 CONMIBHON CeTH, TIOUTHI ¥ JIPYTHX CAHTOB HEOOXOZIMMO HCIIO/Ib30BATh PAZHBIC uaposu. Torya
€C/TH TeOs B3IOMAIOT, TO 3/10yMBITIUIEHHUKH TOJLYyYaT IOCTYII TOIBKO K O/(HOMY MECTY, a He BO BCeE Cpasy.
DJIeKTPOHHbIE JEHbI'H
SJIEKTPOHHBIC JIEHBTH — 3TO OYEHb yNOOHBIH CII0CO0 ILIaTeke, OHAKO CYNIECTBYIOT MOIIICHHUKH,
KOTOPBIE XOTAT MOJIYYUTH 5TH JEHBTH,
JIEKTPOHHBIC IEHBTH IOABUIIMCH COBCEM HEIaBHO B HMCHHO M3-3a 9TOIO BO MHOTHX rocyjiapersax Jio
CHX [IOD HE IPOITMCAHO 11PO HUX B 3aKOHAX.
B Poccun ke oM QYHKIIMOHUPYIOT M 0 HUX 7K€ IPOIUCAHO B 3aKOHE, I/IC HX Pas/ie/IsioT Ha HECKOILKO
BW/IOB - AaHOHHMHBLIC W HE aHOHHMHbIC. PasHuua B TOM, 4TO aHOHMMHBIE - 9TO Te, B KOTOPBIX
paspemaerca NPOBOAHMTHL ollepanuu 0e3 HAEHTUQUKAIME [0JIb30BATEAsA, a B HEAHOHUMHBIX
UICHTH(DHKAIIUK 0JIb30BaTEIIS ABJIACTCS 0053aTC/IBHOM.
Taxzxe cnenyer pasimuarh a/1eKTpoHHbIE (pUATHBIC JeHbrH (PaBHBI rOCYZIAPCTBEHHLIM BaJIIOTaM) W
SJIEKTPOHHBIE HepuaTHbIE IEHBIY (He PaBHBI FOCY/IAPCTBEHHBIM BaIIOTAM).
OcroBHbIE coBeTI 110 Ge30nacnol paboTe ¢ HICKTPOHIBIMH JICHBIaAMHU:
L. lpuBmxy k cuery MOOHIBHBIN Tesedon. 1o campiil yo0ubIi 1 GLICTPLIH CIOCO6 BOCCTAHOBHTEH
joctyn K cuety. ITpuBasanneiid Tesedon moMosker, ecin 3aby/emnb CBOM IUIATeAKHbIH HapO/Ib HiIH
3alJICITh HA CAHT ¢ HE3HAKOMOTO YCTPOHCTRA;
2. Mcenomp3yit oanopasosbie naposu. Ilocse nepexojia Ha yCHJICHHYIO aBTOPH3AIIAIo Tebe yxe ne Oyaer
YTPOKaTh ONACHOCTD KPAyk¥ WJIM lepexBaTa IJIATeXKHOTO MapoJis;
3. Bribepu ciiozkubrit naposis. Ipectynnukam Gyzier He IPOCTO yraaaTh CIAOMKHBIH napoJin. Hajiesxnsie
1apoJIn — 3TO MapOJIM, KOTOPbIe COJIep/KaT He MeHee 8 3HAKOB M BKJIIOYAIOT B cebs CTpPOYHbIC W
IpOTMCHBIE  OYKBBI, NM(MPbl M HECKOJIBKO CHMBOJIOB, TakMe Kak 3HAK jo/iapa, yHTa,
BOCKJIMTIATE/IbHBIN 3HaK U T.11. Hanpumep, StROng!;;
4. He BBO/IU CBOM JIMUHBIE JIAHHBIC HA CAWTAX, KOTOPHIM HE JI0BEPSCHIb.
DJIeKTPOHHAA ITOHTA
DJICKTPOHHAA 1OYTA — HTO TEXHOJIOTHS U 1IPEJOCTABJISAEMBIE €10 YCJIYTH 110 HEPEChIKe U 110JIYYEHHUIO
OJICKTPOHHBIX COOOIIECHHUI, KOTOPbIE PACHPEIE/IAIOTC B KOMIIBIOTEPHOH ceTH. OBBIMHO 5IeKTPOHHbLIL
IIOYTOBBIN AMMUK BBINVIAAUT CJIC/IYIOIUM 06pasoM: UMs_I0JIb30BATE/IA@uMsL_oMeHa. Takike KpoMe
[EPE/Iauy IPOCTOrO TEKCTA, UMEET s BO3MOKHOCTh epelaBaTh (pailiibl.
OcnoBmble cOBETHI 110 6e30MacHOM paboTe ¢ ICKTPOHHON OYTOMH:
1. Hajto BeiGpars npaBuiibHbId HOYTOBBIA cCpBAC, B MHTEPHETE €CTH OIPOMIIBIA BbIOOD BecriaTHbIX
[IOYTOBBIX CEPBUCOB, O/IHAKO JIy4Ille I0BEPATD TeM, KOI'O 3HAEITb U KTO IICPBLIA B peHTHHTE;
2. He ykaspiBail B JMYHOH 1104YTe JIMYHYI0 HHDOPMAIHIO. Hanpuwmep, Jyume BbIGpaTh
«MY3BIKQIbHBINA_(paHaT@» HIIH «POK2013» BMECTO «TeMal3»;
3. Hciompsyit ByxsTanmHyl0 aBTOPHBAIMIO. DTO KOTJIa MOMHMO MApOJISl HY/KHO BBOJIHTD KO/I,
IIpHCbLUIaEMBIH 110 SMS;
4. Beibepu ci0xHBIH 1maposns. JUid Kaskoro NOYTOBOTO SAIMIAKA JIOJGKCH OBITH CBOM HaJICKHbIH,
YCTOMUMBLIN K B3JIOMY IaPOJIb;
5. Ecom ecth BO3MOKHOCTD HalMeaTh caMOMY CBOH JIMUHBIH BOIIPOC, HCHOJIL3Y 9TY BO3MOKHOCTD;
6. Mcnonb3yil HECKOJIBKO TIOYTOBBIX SAIIMKOB. IlepBbIfi jUIA YacTHOM IIEPENTUCKH ¢ ajipecaTamu,
KOTOPBIM Thbl ZI0BEpAEHTb. ITO 3JEKTPOHHBIN ajpec He HAAO WCIOJIb30BATH IIPM PETHCTPAaIlMM HA
(hopymax u caiirax;
7. He oTkpeiBaii Qailyibl 1 ApyTHe BIOMKEHHs B IUCHMAX JIa’ke eCIM OHM HPHIUIA OT TBOHX JIpy3eii.
JIyuiiie yTO9HHU y HUX, OTIIPABIIAIN Ji 01K Tebe HTH (haiibl;



'8. Tocsie okoHuanus paGOTEHI HA MOYTOBOM CEPBUCE IIepe/| 3aKPBITUEM BKJIAJIKK ¢ calToM He 3a6y/ib
Ha)KaTh Ha « BBIATH ».
KuGepOy/uInHT WM BUPTYa/IbHOE U3/IEBATEILCTBO
KuGepOy/uminr  —  1peciie/loBaHHe COOBLIEHUAMH, COAEP/KAIAMU  OCKOPOJIEHHMS, arpeccuio,
3alyTUBanue; XyJUTIaHCTBO; CONHMAJIbHOE OOMKOTHPOBAHHE C IIOMOINBI0 PA3JIMYHBIX WHTEPHET-
CEPBHCOB.
OcnosnbIe coBeTsI 110 6ophie ¢ KUOepOY/TMHIOM;
1. He Gpocaiics B Goi. JIyummuii c11ocob: nocoBeToBaThest Kak cebs BECTH U, 6CJIM HET TOTO, K KOMY MOKHO
00paTHThCA, TO BHAYAJIC YCIIOKOUThEA. EC/IM ThI HAYHEeNb 0TBeYaTh 0CKOPBIEHNAME Ha 0CKOpOIIeHH s,
TO TOJIBKO eImie 60JIbIIe Pa3orKels KOH(ITHKT;
2. YiipasJiai csoen kubeppelryranuei;
3. AHOHMMHOCTb B ceTH MHHUMas. CymecTBylOT CHOCOOBI BBIACHUTH, KTO CTOMT 33 AHOHUMHBIM
AKKAyHTOM;
4. He crout Bectu xysuranckui o6pas BAPTYaILHON KM3HU, MHTepHeT (UKCHPYeT BCe TBOH JICHCTBUS
Y COXpaHsAET uX. ¥)laauTh ux Oy/leT KpaiHe 3aTPy/IHUTEILHO;
5. Cobmiojiail CBOM BUPTYaJIbHYIO YE€CTh CMOJIOLY;
6. HWrHopupyd epmHUYHBIA HeraTuB. OAHOPa30Bble OCKOPOUTENBHBIE COOBIIECHHSA JIy4rie
UTHOPHPOBaTh. OGBIYHO arpeccust MPeKpaIaeTest Ha HaYaJIbHOH CTaJIuu;
7. ban arpeccopa. B nporpammax o0MeHa MTHOBCHHBIMH COOBIIEHHAMU, B COLHAIBHBIX CETAX €CTh
BO3MOJKHOCTB OJIOKUPOBKH OTIPABKU COOGINEHUH ¢ ONPE/IEICHHBIX aJIPECOB;
8. Ecuin o1 cBU/IeTesh K6epOysuiiara. TBOU JICUCTBHSI: BLICTYIIUTH TPOTHR ITPCC/IE/I0BATEIIS, TI0KA3ATD
eMy, 4TO ero JIeHCTBUSL ONEHWBAKWTCS HCMATHBHO, IO/UIEPAKATh KCPTBY, KOTOPOH HyKHA
ICHXOJIOTHYCCKAsH LHOMOIIID, COOOIUTDL B3POCILIM 0 (paKTe arpecCUBHOTO HOBE/IEHUA B CETH.
Mobusbabli Tenedon
Coepemennbie cMapTdOHbI U IJIAHIIETB! COJCPKAT B cebe BIIOJIHE B3POC/IbIH (DYHKIMOHAJ, H TEHepPh
OHH MOTYT KOHKYPHPOBaTh CO CTAIMOHAPDHBIMH KoMmmblotepaMu. OIHAKO, CPEACTB 3aIlUThHI JUIS
NO/I06HBIX YCTPOUCTB OKA 0O4eHb Mas10. TeCTHPOBAHHE U IIONUCK yA3BUMOCTEH B HUX IIPOUCXO/IAT HE TAK
MHTEHCHBHO, Kak /Ui 1K, To #e camoe kacaeTcss 1 MOOWIbHBIX IIPUATIOKEHUH,
CoBpemennble MOOWIBHBIE Opaysepsl YK€ MPAKTHUECKH JIOTHAJIM HACTOJILHBIC AHAJIOTH, OJHAKO
paciupenue GyHKIUOHAIA BieveT 3a coB60N GOJIBITYIO CIOKHOCTL M MEHBIIYIO 3aIHIICHHOCTD.
Hasiexo He Bce HPOM3BO/IMTEIIN BBITTYCKAIOT OGHOBJICHUS, 3aKPHIBAIONME KPHTHUCCKUE YA3BUMOCTH JULSL
CBOMX YCTPOHCTB.
OcHoBHBIE COBETHI /1A He301acHOCTH MOGHILHOTO Tes1epoHa:
1. Huuero He sipJisieTes no-HacrosiemMy 6ecriaTHpIM, Byib 0CTOpOsKeH, BeJih Kor/aa Tebe IpeiaraoT
GecriaTHBIA KOHTEHT, B HEM MOTYT OBITH CKPBITBI KAKHE-TO MJIATHBIC YCJIYTH,
2. lymaii, npexxie 9em otrnpasuts SMS, GoTo uins Buzieo. Thl TOYHO 3HACIITD, I71€ OHK Oy/1yT B KOHEUHOM
urore?
3. Heobx01umMo 0OHOBJIATD ONEPAlMOHHYIO CUCTEMY TBOEr0 cMapTdoHa;
4. Vcnionib3yit aHTHBUPYCHBIC ITPOIPAMMBI JUISL MOBHJIBHBIX TeICOHOB;
5. He sarpykaii NpuoyKenus OT HEM3BECTHOTO HCTOYHHKA, BE/Ib OHU MOTYT COZIEPIKATh BPEOHOCHOE
IporpaMmHoe obecredeHue;
6. Iloczie Toro kaxk THI BBIH/EIIb ¢ caiiTa, I/ie BBOJMJI JIMYHYIO MHQOPMAIMIO, 3alIH B HACTPOHKH
Opaysepa u ymainu cookies;
7. lleprojiudeckn IpoBepsii Kakue MIaTHBIC YCIYTH AKTHBHPOBAHBI HAa TBOEM HOMEPE;
8. [laBaii cBOH HOMEp MOOHJILHOTO TestedhOHa TOIBKO JIOAAM, KOTOPBIX THI 3HACITH U KOMY JIOBEPSICIID;
9. Bluetooth ro/ken GoITh BRIKJIKOYEH, KOI/IA THI UM He ob3yennes. He 3abbiBail nHOIA [IPOBEPSITH
3T0.
Online urpmi
CoBpemeriibie OHJIAHH-UIPHI - 3TO KPACOUHBIE, 3aXBATHIBAIONINE Pa3BIIeYCH s, OOBCAHHAIONINE COTHH
TBICAY YEIOBEK IO BeeMy MHPY. MTPOKH HMCCIENYIOT JJaHHBIH MM MHp, 0OIIAI0TCA APYr ¢ APYroMm,
BBIIOJIHAIOT 33/IaHUS, CPAYKAKOTCA C MOHCTPAaMHU M IIOJIyYaIOT OIBIT. 34 Y/IOBOJBLCTBHE OHM ILIATHT:
NOKYIIAIOT IUCK, OIIaYMBalOT aBOHEMEHT WK HPUOOPETAIOT KAKHE-TO OIIIHH.
Bee oTH cpesctBa mMayT Ha HojUIepKaHME M PasBUTHE MIPHI, a TAKKe Ha camy 0e30NnacHOCTD:
COBEPIICHCTBYIOTCA CHCTEMbl aBTOPHU3AIMU, BBRIIIYCKAIOTCA HOBbIC natdd (1udpoBble 3alIaTKH JUIis
IIPOTrPamMM), 3aKPLIBAIOTCS YSI3BHMOCTH CEPBEPOB.
B 11o106HbIX Hrpax cTOMT onacaThes He CTOJIKO CBOUX CONIEPHUKOB, CKOJIBKO KPaykU TBOETO 11apOJIs, Ha
KOTOPOM OCHOBaHA CHCTEMa aBTOPU3aIiy OOJBITHHCTBA UTD.
OcHOBHBIE COBETHI 110 6E30I1aCHOCTH TBOETO UI'POBOTO AKKayHTa:



1. Ecti ipyro#t urpok Bezet cebs IIoxo wiu cosiaer Tebe HENPUATHOCTH, 3a0JIOKUPYH €ro B CITUCKE
MI'DOKOB;

2. Iloxasy¥ics aIMHHECTPATOPAM UI'PHI HA TUIOXO0E IIOBE/ICHUE 3TOTO UI'POKA, JKEeJIATeJIbHO IIPHIIOAKHUTD
KaKue-TO /I0Ka3aTe/IbCTBa B BH/IC CKPUHOB;

3. He ykaswisai inunyio nuopmanuio B npodaiise UTPHI;

4. YBaxkal Ipyrux y9acTHUKOB 110 urpe;

5. He ycranapivBaii HeopuMaIbHble NaTYH U MOJIbI;

6. Mcrnosbayit ¢o;KHbIE M Pa3HbIe apOJIH;

7. [lazke BO BpeMsA UIDbl HE CTOMUT OTKJIIOYATH aHTHBUPYC. [ToKa Thl Urpaents, TBOM KOMIIBIOTED MOIYT
3apas3uTh.

QUINMHT WK KPaska JIMYHBIX JaHHBIX

OGBI9HOM Kpaskeil A€HEr U JIOKYMEHTOB CerojHs YK€ HUKOrO He y/INBUIIb, HO C PA3BUTHEM UHTEPHET-
TEXHOJIOIHH 3JI0YMBIIIEHHUKH TePEMECTHIIUCD B HHTCPHET, U IIPOXOJIKAIOT 3aHUMATHCA «JIIOBHUMBIM »
JIE€JIOM.

Tax mosBMiach HOBas yrposa: MHTEPHET-MOMICHHHYECTBA MM (pUIIMHT, IJIaBHAS I[[EIh KOTOPOTO
COCTOHT B IIOJIyY€HHH KOH(U/ICHIMAIBLHBIX JAHHBIX IOJb30BATCICH — JIOTMHOB U naposicit. Ha
aHITIMACKOM A3bIKe phishing unraercs kax (pummnr (or fishing — pri6ras sossist, password — apoJinb).
OcHoBHbIe coBeTsI 110 Gopbbe ¢ HHIIHHTOM:

. Cnemu 3a ceoum akkayuToM. ECiu Th 0/l03peBaemb, YTO TBOA aHKeTa Obula B3JIOMaHA, TO
HCOBXOIUMO 3a0JI0KHPOBATD €6 U COOBIIHUTE AAMHHHUCTPATOpam pecypea 06 9TOM KaK MOYKHO CKOpec;
2. cnosbayii Gesonacupie BeG-calfThl, B ToM uncie, UHTEPHET-MATra3uHOB W IIOHCKOBBIX CHCTEM;

3. Mcnoibsyit  cnokupic u pasmbie maposu. Takum o6pasoM, ewm Tefs  B3IOMAIOT, TO
SJIOYMBINIVICHHUKH IOJIYHaT JI0CTYI TOJIBKO K OTHOMY TBOEMY MPOQHIIO B CETH, a He KO BCEM;

4. Eciiv Teba B3IOMANH, TO HEOOX0MMO IPE/IYLIPEJINTE BCCX CBOMX 3HAKOMBIX, KOTOPbIE J106aB/IeHb] Y
TeOA B IPY3bAX, O TOM, 4TO Telsl B3IOMAIH H, BO3MOZKHO, OT TBOCTO UMEHH Oy/IeT PACChLIaThCs ClIAM U
CCBUIKM Ha (DUITMHTOBBIE CANTHL;

5. YeTanoBHU HalesKHBIH napoys (PIN) na MoGMIBHBLH TesiehoH;

6. OTKII0YH coOXpaHenue maposis B 6paysepe;

7. He otkpuiBaii haiiisl u jipyrue Bioxenus B nuchmax JIKe eC/TM OHH 1IPUIIJIA OT TBOWX JIPY3eH.
JIyuiie yrounu y HuX, OTIpaBIIaiIv M OHE TeOe 9TH haitbr.

[Iudposas pemyramusa

[ludposas penyranmmsi - 510 HeraTMBHAS WM TO3UTHMBHAS undopmaliusa B cetd o Tebe.
Komnpomernpytomas wundopmanus pasmemennas B HHTCPDHETE MOJKET Cephe3HBIM 06pasom
OTPasHTBCA Ha TBOEH peaysbHOH sku3uu. «Ilupposas penyranua» - 3TO TBOW HMUIK, KOTOPBIN
(opmupyeres uz undopmanuu o Tebe B HHTepHeTe.

Tsoe mecto xuTeNbETBA, yueOnl, TBoe huHAHCOBOE HOJIOKeHHe, 0CODEHHOCTH XapaKTepa ¥ PaccKasbl O
OJIM3KHMX - BCe 9TO HAKATUIMBAETCS B COTH,

MHOTHE T0/IPOCTKH JIErKOMBIC/IEHHO OTHOCATCS K ybsrkanum anyno# uHQgopmaiun B Uarepnere, He
HOHHMAs BOSMOKHBIX NOCIC/ICTBUH. Thl jlazke HEe CMOKEIIb JIOTafaThest O TOM, YTO (pororpadus,
PasMEIICHHAs § JICT 1a3a)l, CTaJla HIPUYHUHON OTKAa34 IPUHATD Tebs Ha paborty.

KommvenTapuu, pasmemenne TBoux (ororpaduit u npyrue jeiterBua MoryT e HCYE3HYTD Jajke mocsie
TOTO, KaK Thl UX Y/ IIb. Thl He 3HaeIDb, KTO coXpanu 3Ty HH(OPMAIHIO, TTONIAIA JIM OHA B HOUCKOBBIC
CHCTEMBI M COXpaHHU/IACh JTH OHA, a IJIABHOE: YTO NOAYMAIOT O Tehe OKpyzKaloIee JIOH, KOTOPbIe HAWIYT
U YBHIAT 9710, Haitti mundopmanuo MHOTO et CITyCTSl CMOYKET JII0BOH - Kak U3 JI0OPBIX 0By K ACHHI,
TaK 1 ¢ HAMEPEHUEM IPHIUHAUTE BPe/T. ITO MOKET ObITh KTO YTOJLIIO.

OcnoBubie coBeTHI 110 3amuTe MUQPOBOH peryTanuu:

L. Homymait, npese gem aro-1o nybimkoBats u liepe/iaBath y cebs B GJ10re MM B COMUANIBIION CeTH;
2. B macrpoiikax mpoduiis yeraHoBH orpanndenus Ha IPOCMOTP TBOETO MPOQMIIA U €r0 COAEPKUMOTO,
C/IeJIAM €10 TOJIBKO « LIS JIPY3eH »;

3. He pasmemaii u He ykasbisait uadopmarmio, KOTOpas MOKET KOro-inbo 0CKOpOIATh HIH 06HKATD,
ABTOPCKOE 1IpaBo

CoBpemMeHHbIC IMKOJIBHUKH- AKTHBHBIE T10Th30BATE/H nudpoBoro mpocrpanersa. OHAKO JaNeKo He
BCE BHAIOT, YTO MOAB30BAHUC MHOTUMH BOSMOKHOCTSMHE 1H(POBOro Mupa Tpebyer cobunoenus npas
Ha HHTCJUIEKTYAIBHYIO COOCTBEHHOCTD,

Tepmun «uuTesUIeKTYaIbHAS COBCTBEHHOCTD» OTHOCHTCS K PasJIuYHBIM TBOPEHHUSIM YEJI0BEYECKOTO
¥YMa, Ha9nHas ¢ HOBBIX H300peTeHn U 3HAKOB, 0603HAYAIONIHX COOCTBEHHOCTD HA HPOJIYKTBI ¥ YCJIYTH
» M 3aKaHYUBAA KHUramu, (potorpaduamu, KHHOPUILMAME H My3bIKAIbHBIME [IPOU3BEJICHUAMH.
ABTOpPCKHME TIpaBa - 3TO 1IpaBa Ha MHTC/UIEKTYa/IbHYI0 COGCTBEHHOCTh HA MPOM3BEJICHHS HayKil,
JINTCPATYPhl M HMCKyCCTBA. ABTOPCKME TIpaBa BBICTYIAIOT B KAYECTBE rapaHTHd TOro, 4YTO



UHTE/UIEKTYa/IbHBIN /TBOPUECKUI TPy/A aBropa He O6y/leT HampacHbIM, JIACT €My CIIPABEJIMBBIC
BO3MOKHOCTH 3apaboTaTh Ha pe3yJibTaTax CBOEro TPy/Ia, MOJYYUTh U3BECTHOCTD U Ipu3Hanue, HuKTo
Ges paspenieHus aBTOpa He MOKET BOCIIDOM3BOJIUTD €r'0 POM3BE/ICHNUE, PACIPOCTPAHSATD, MyOJINYHO
JICMOHCTPHPOBaTh, IMpO/laBaTh, HMIOPTHPOBATh, NYyCKaTh B IIPOKAT, MNYOJIUMYHO HCIOJIHATE,
IIOKa3bIBaTh/MCIOJNHATD B 9upe win pasmemars 8 Uarepuere.

Hcnosib3oBanue «IMpaTcKoOro» MporpaMMHOTO 06eclieueHust MOKET IIPUBECTH K MHOTUM PHUCKAM: OT
IIOTEPH JIAaHHBIX K TBOMM aKKayHTaMm JI0 OJIOKMPOBKM TBOETO YCTPOWCTBA, IJI€ YCTAHOBJIEHHBIH HE
Jleranpias mmporpamma. He crouT Takske 3a0bIBaTh, YTO CYHICCTBYET JIET@JIbHBIC U OecilaTHbIE
IIPOrPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprase

CereBUYOK.p( - TBOH IVIaBHBIH COBETYMK B CETU. 3/I€Ch Thl MOJKEIIb y3HATH O GE30IACHOCTH B CETH
HOHATHBIM M JIOCTYIHBIM fA3BIKOM, @ IIPH BO3HMKHOBEHHMHM KPHUTHYECKOW CUTyaluu OGpATHTHCA 3a
COBETOM. A TaK}Ke IPUHATD y4acTHe B KOHKYPCAX U CTaTh caMbIM IHQPOBLIM IPaskIaHHHOM!



